UNIT 3
Introduction to TCP/IP



ADDRESSING

Four levels of addresses are used in an internet
employing the TCP/IP protocols: physical
address, logical address, port address, and
application-specific address. Each address is
related to a one layer in the TCP/IP architecture,
as shown in Figure 3.1.



Figure 3.1 Addresses in the TCP/IP protocol suite
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Example 3.1

In Figure 3.2 a node with physical address 10 sends a frame
to a node with physical address 87. The two nodes are
connected by a link (a LAN). At the data link layer, this frame
contains physical (link) addresses in the header. These are
the only addresses needed. The rest of the header contains
other information needed at this level. As the figure shows,
the computer with physical address 10 is the sender, and the
computer with physical address 87 is the receiver. The data
link layer at the sender receives data from an upper layer. It
encapsulates the data in a frame. The frame is propagated
through the LAN. Each station with a physical address other
than 87 drops the frame because the destination address In
the frame does not match its own physical address. The
Intended destination computer, however, finds a match
between the destination address in the frame and its own
physical address.



Figure 3.2: physical addresses
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Example 3.2

As we will see in Chapter 3, most local area networks use
a 48-bit (6-byte) physical address written as 12
hexadecimal digits; every byte (2 hexadecimal digits) is
separated by a colon, as shown below:

07:01:02:01:2C:4B
A 6-byte (12 hexadecimal digits) physical address



Example 3.3

Figure 3.3 shows a part of an internet with two routers
connecting three LANs. Each device (computer or router) has
a pair of addresses (logical and physical) for each
connection. In this case, each computer is connected to only
one link and therefore has only one pair of addresses. Each
router, however, is connected to three networks. So each
router has three pairs of addresses, one for each connection.
Although it may be obvious that each router must have a
separate physical address for each connection, it may not be
obvious why it needs a logical address for each connection.
The computer with logical address A and physical address 10
needs to send a packet to the computer with logical address
P and physical address 95. We use letters to show the logical
addresses and numbers for physical addresses, but note that
both are actually numbers, as we will see in later chapters.



Figure 3.3: logical addresses
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‘ Note I

The physical addresses will change from

hop to hop, but the logical addresses
remain the same.




Example 3.4

Figure 3.4 shows two computers communicating via the
Internet. The sending computer is running three processes
at this time with port addresses a, b, and c. The receiving
computer is running two processes at this time with port
addresses | and k. Process a in the sending computer
needs to communicate with process | Iin the receiving
computer. Note that although both computers are using the
same application, FTP, for example, the port addresses are
different because one is a client program and the other is a
server program.

TCP/IP Protocol Suite 10



Figure 3.4 : port numbers




‘ Note I

The physical addresses change from

hop to hop, but the logical and port
addresses usually remain the same.




Example 3.5

As we will see Iin future chapters, a port address is a 16-bit
address represented by one decimal number as shown.

753
A 16-bit port address represented as one single number



Physical/MAC Addresses

= When a computer sends out a data frame, it transmits it
to every other node in both directions.

= All other computers on the n/w listen to the wire &
examine the frame to see if it contains their MAC address

Flgure 219 Physical addresses
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Physical/MAC Addresses

It is also called as link address.

It is the address of a node as defined by its LAN or
WAN.

It is included in the frame used by data link layer.

It is lowest level address.

It is the address of a node that is 6 byte (48-bit)
long and is imprinted on NIC. .e.
07:01:04:4D:1E:56.



IP/Logical Addresses

= Every system in an IP n/w must have a unique IP
address

= [P address consists of 4 numbers, each having
value between 0 & 255. Use IPCONFIG command
e.g. 216.30.120.3

= It is a 32-bit address that can uniquely define a
host connected to the internet

= The physical addresses will change from hop
to hop but logical addresses remain the same.



Port Address

= It is a 16-bit address represented as one single
number e.qg. 172

= A computer may run many processes at a time.
Each is assigned a port address.

= The physical addresses change from hop to hop
but logical & port addresses remain the same.



IP4 Address Space

= Itis 4,294,967,296.
= 2 notations i.e. binary and dotted-decimal
= Binary notation:
01110100 10000111 01000100 10001101
= Dotted-Decimal notation:
134.145.88.29
Not allowed:

leading zeros, more than 4 numbers, number
more than 255



Classful Addressing

= A,B,C for unicast applications, D for multicast, E
reserved

Tigure 19.2  Finding the classes in binary and dotted-decimal notation

First Second  Third  Fourth | First Second  Third Fourth
" byte byte byte byte byte = byte byte byte

Class' C ‘~r ——

Class D Class D |{224-239

ClassE | 1111 Class E {240-255

a. Binary neotation | b. Dotted-decimal notation



Classful Addressing

Netid and Hostid:
Class A: 1 byte netid, 3 bytes hostid
Class B: 2 bytes netid, 2 bytes hostid

" First Decimal

Hosts per Network

192 223

Value Addresses |
1126 1 1.0.0.0 126.0.0.0 ~16.7 Million
' 128 191 - 128.0.0.0 191.255.0.0 65534
- 192.0.0.0 223.255.2‘55.0 2_54

224 239 ‘

224.0.0.0 239.255.255.255

‘Multicast addresses

240.0.0.0 255.255.255.254

Experimental addresses

15 IP classes




Classful Addressing

Subnetting:

= If an organization is granted a large block
in A or B, it could divide addresses into
several groups & assign each group to
smaller networks, called subnets.

= Subnetting increases the number of 1s in
the mask.



Classful Addressing

Supernetting:

= An organization can combine several class
C blocks to create a large range of
addresses. E.g. An organization that needs
1000 addresses can be granted 4
contiguous class C blocks.

= Supernetting decreases the number of 1s
in the mask i.e. mask changes from /24 to
/22 in case of 4 class C addresses.



Masking

A 32-bit number made of contiguous 1s followed
by contiguous 0s.

Masking helps us to find netid & hostid.

CIDR: Classless Interdomain Routing, used in
classless addressing

Table 19.2  Default masks for classful addres&ing

A | 11111111 00000000 00000000 00000000 |  255.0.0.0 P
11111111 11111111 00000000 00000000 |  255.255.0.0 116
C | U1 (001000 TI0100L 00000000 | 2552552550 | /4




Private IP Addresses

m 10.0.0.0 through 10.255.255.255 (1 Class A license)
m 172.16.0.0 through 172.31.255.255 (16 Class B licenses) -
m 192.168.0.0 through 192.168.255.255 (256 Class C licenses)

We refer to all other IP addresses as public IP addresses.



Loopback address

= It is used to test a NIC’s capability to send
and receive packets.

ping 127.0.0.1



Classless Addressing

= No classes, but a block (range) of addresses.
To simplify the handling, 3 restrictions are:

Addresses in a block must be contiguous, one after another.
No. of addresses in a block must be a power of 2 (1,2,4,8,...).
First address must be evenly divisible by the no. of addresses.

Block Block

First —»{ 205.16.37.32 11001101 00010000 00100101 00100000
205,16.37.33 11001101 00010000 00100101 00100001

205.16,37.47 11001101 00010000 00100101 00101111

a, Decimal b. Binary

16 Addrcsses

Last —>




Classless Addressing
Mask:

= [t is a 32 bit number in which n leftmost bits
are 1s & 32-n rightmost are 0s.

= A block can be defined as x.y.z.t /n, where n
IS mask.

Example: one address is 205.16.37.39 /28
= First Address: set the rightmost 32-n bits to 0Os.
l.e. 205.16.37.32
= Last address: set the rightmost 32-n bits to 1s
l.e. 205.16.37.47



Classless Addressing
= Network address:

First address in the class is treated as a special
address & is not assighed to any device. It is called

as network address & represents the organisation to
the rest of world.

Figure 19.4 shows an organization that is granted a 16-address block.

Figure 19.4 A nerwork configuration for the block 205.16.37.32/28
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Classless Addressing

= The first address in a block is normally not
assigned to any device. It is used as the network
address that represents the organization to the
rest of the world.

s Each address in the block can be taken as 2-level
hierarchical structure. The leftmost n bits define
the network, the rightmost 32-n bits define the
host.



Network Address Translation (NAT)

It enables a user to have a large set of addresses
internally and one address, or a small set of

addresses, externally.
These are called private addresses

m 10.0.0.0 through 10.255.255.255 (1 Class A license)
w 172.16.0.0 through 172.31.255.255 (16 Class B licenses)
m  192.168.0.0 through 192.168.255.255 (256 Class C licenses)

We refer to all other IP addresses as public IP addresses.



IPv4

Internet protocol version 4
Uses 32 bit address.

Possible addresses 2732 = 4,294,967,296 (4.3 billion)

Some addresses are reserved like private addresses plus
multicast addresses.
= Private addresses (LANS)
= 10.0.0.0 — 10.255.255.255
= 172.16.0.0 — 172.31.255.255
= 192.168.0.0 — 192.168.255.255
= Total reserved private addresses = 18 Million
= Multicast addresses
= 224.0.0.0 — 239.255.255.255
= Total multicast addresses = 270 million

= Available addresses = possible addresses — (private
addresses+ multicast addresses)



IPv6

= Increase in number of addresses
= 128 bits long address

= Possible addresses 27128

= 2296 more address then IPv4

= ARP, RARP, IGMP are deleted or merged into
ICMPv6 protocol.

= Example : 207. 142. 131. 235. 207/. 142. 131.
235. 207. 142. 131. 235. 207/. 142. 131. 235



